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1. INTRODUCTION

1.1 This Data Privacy Policy (the "Policy") sets out
the manner in which Taurex Financial Services
L.L.C. ("Taurex", the "Company", "we", "us" or
"our") collects, uses, discloses, transfers, retains
and otherwise processes Personal Data in the
conduct of its regulated business activities and

ancillary operations.

1.2 The Company is a limited liability company
incorporated in the Emirate of Dubai, United
Arab Emirates ("UAE") under commercial
registration number 1381759, having its
registered office at Office 1403, Magnum Opus
Tower, Barsha Heights, Dubai, UAE.

1.3 The Company is licensed and regulated by the
UAE Capital Market Authority (the "CMA",
formerly the Securities and Commodities
Authority ("SCA")) under licence number
20200000224 and holds a Category 5 licence
for "Arranging and Advice". The Company is not
authorised to hold client money or client assets.

1.4 In the conduct of its Category 5 regulated
activity, the Company facilitates the opening of
trading accounts and the offering of contracts-
for-difference ("CFDs") and related services
provided by Taurex Global Limited, a company
regulated by the Financial Services Authority of
Seychelles (the "FSA Seychelles") ("Taurex
Global").
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1.5 This Policy has been adopted by the Company
in compliance with:

(a) Federal Decree-Law No. (45) of 2021
concerning the Protection of Personal Data (the
"PDPL") and its Executive Regulations and
implementing instruments issued thereunder;

(b) Federal Decree-Law No. (44) of 2021 on the
Establishment of the UAE Data Office (the "UAE
Data Office" or the "Bureau");

(c) Federal Decree-Law No. (34) of 2021 on
Countering Rumors and Cybercrimes;

(d) The Chairman of the Authority's Board of
Directors' Decision No. (13/Chairman) of 2021 on
the Regulations Manual of the Financial Activities
(the "CMA Rulebook") and all related and
subsequent decisions, circulars and notices issued
by the CMA / SCA,;

(e) Federal Decree-Law No. (20) of 2018 on Anti-
Money Laundering and Combating the Financing
of Terrorism and the Financing of lllegal
Organisations, as amended by Federal Decree-
Law No. (26) of 2021 (the "AML Law"), together
with Cabinet Decision No. (10) of 2019 (the "AML
Regulations"); and
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(f) Cabinet Decision No. (74) of 2020 on the UAE
List of Terrorists and the Implementation of UN
Security Council Resolutions on the Suppression
and Combating of Terrorism, its Financing and
Counter-Proliferation, and related laws and
regulations.

1.6 This Policy applies to the processing of
Personal Data of clients, prospective clients,
beneficial owners, authorised representatives,
counterparties, website visitors, applicants for
accounts or services, and other natural persons
whose Personal Data the Company processes in
the course of its activities. Employee Personal
Data is addressed under the Company's internal
Human Resources Data Protection Standards but
is informed by the same principles set out herein.

2. DEFINITIONS

In this Policy, capitalised terms shall have the
meanings set out below or, where not defined
herein, the meanings ascribed to them in the
PDPL.:

"Affiliate" means any entity that, directly or
indirectly, controls, is controlled by, or is under
common control with, the Company, including
without limitation Taurex Global Limited.

"Applicable Law" means the PDPL, the AML Law,
the AML Regulations, the CMA Rulebook, and any
other federal, local or supranational law,
regulation, decision, circular or binding guidance

applicable to the Company from time to time in
the UAE.
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"Biometric Data" has the meaning given to it in
Article (1) of the PDPL and includes Personal Data
resulting from the processing of physical,
physiological or behavioural characteristics of a
Data Subject which allows unique identification,
such as facial images and fingerprints.

"Consent" means the consent of a Data Subject
given in accordance with Article (6) of the PDPL.:
a specific, clear, unambiguous and freely given
indication, in writing or electronically, through a
clear positive statement or action, by which the
Data Subject authorises the processing of his or
her Personal Data, and which may be withdrawn
at any time.

"Controller" means the natural or legal person
which, individually or jointly with others,
determines the purposes and means of
processing of Personal Data; for the purposes of
the activities described in this Policy, the
Controller is the Company.

"Cross-Border Processing" means the
dissemination, use, display, transmission,
reception, retrieval, sharing or processing of
Personal Data outside the UAE.

"Data Breach" means the breach of information
security and Personal Data through illegal or
unauthorised access, including the unauthorised
copying, sending, distribution, exchange,
transfer, circulation, processing, disclosure,
destruction or modification of Personal Data.

"Data Protection Officer or DPO" has the
meaning given to it in Article (1) of the PDPL.

"Data Subject" means a natural person whois the
subject of Personal Data.
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"goAML" means the reporting platform operated
by the UAE Financial Intelligence Unit through
which suspicious transaction and activity reports
and targeted financial sanctions reports are
submitted.

"KYC" means know-your-customer due diligence
performed pursuant to the AML Law and the
AML Regulations.

"Personal Data" has the meaning given to it in
Article (1) of the PDPL and includes any data
relating to an identified or identifiable natural
person, whether identified directly or indirectly
by reference to identification elements such as
name, voice, image, identification number,
electronic identifier, geographical location, or
physical, physiological, economic, cultural or
social characteristics.

"Processing” means any operation or set of
operations performed on Personal Data by any
electronic or other means, including collection,
recording, storage, organisation, adaptation,
alteration, retrieval, consultation, use, disclosure,
transmission, dissemination, alignment,
combination, restriction, erasure or destruction.

"Processor" means a natural or legal person
which processes Personal Data on behalf of the
Controller under its supervision and in
accordance with its instructions.

"Sensitive Personal Data" has the meaning given
to it in Article (1) of the PDPL and includes data
which directly or indirectly reveals a Data
Subject's family, ethnic origin, political or
philosophical opinions, religious beliefs, criminal
record, Biometric Data, or any data relating to
such person's health, physical, psychological,
mental, genetic or sexual condition.
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"Service Providers" means third parties engaged
by the Company to perform services on its behalf,
including technology, communications, hosting,
identity verification, screening, audit, legal and
other professional services.

3. SCOPE OF APPLICATION

31 This Policy applies to all processing of
Personal Data:

(a) by the Company as Controller of Data
Subjects residing in or having a place of business
in the UAE;

(b) by the Company as Controller in respect of
Data Subjects located outside the UAE where the
Company processes their Personal Data in
connection with its UAE-licensed activities;

(c) by Service Providers and Processors engaged
by the Company; and

(d) by Affiliates with whom Personal Data is
shared in accordance with this Policy.

3.2 This Policy applies to Personal Data
processed by automated means and to Personal
Data processed by non-automated means which
forms or is intended to form part of a structured
filing system.
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3.3 Nothing in this Policy shall be construed as
creating obligations on the Company to apply
legislation that does not apply to it, including the
European Union General Data Protection
Regulation (Regulation (EU) 2016/679) and the
data protection regimes of the Dubai
International Financial Centre (DIFC) and Abu
Dhabi Global Market (ADGM), save where
reference is made to such standards for
benchmarking  purposes consistent  with
international best practice. The Company's
principal data protection authority is the UAE
Data Office.

4. IDENTITY OF THE CONTROLLER AND
CONTACT DETAILS

41 The Controller of Personal Data processed
under this Policy is:

Taurex Financial Services L.L.C.

Office 1403, Magnum Opus Tower,
Heights, Dubai, United Arab Emirates
Commercial Registration No.: 1381759
CMA Licence No.: 20200000224

Barsha

4.2 The Company has appointed a Data
Protection Officer (the "DPQO") in accordance
with Article (10) of the PDPL. Data Subjects may
contact the DPO in respect of any matter relating
to this Policy or the processing of their Personal
Data:

Data Protection Officer / Compliance Team
Email: compliance.uae@tradetaurex.com

Postal Address: Office 1403, Magnum Opus
Tower, Barsha Heights, Dubai, UAE.
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4.3 The DPO's role and duties are determined in
accordance with Articles (11) and (12) of the PDPL
and include monitoring compliance, receiving
requests and complaints, providing technical
advice and acting as the principal point of
contact between the Company and the UAE Data
Office.

5. CATEGORIES OF PERSONAL DATA
COLLECTED

51 The Company collects and processes the
categories of Personal Data set out in this Section
5 to the extent necessary to perform its regulated
activities, comply with Applicable Law, manage
its relationship with the Data Subject and operate
its business.

5.2 ldentification and Contact Data: full name,
date and place of birth, gender, nationality,
residency status, residential and correspondence
address, telephone numbers, email addresses,
signature, and copies of government-issued
identification documents, including passports,
Emirates ID, national identity cards and visas.

53 Tax and Government Identifiers: tax
identification numbers, tax residency
declarations, and information necessary for
compliance with Common Reporting Standard
(CRS) and Foreign Account Tax Compliance Act
(FATCA) obligations where applicable.

5.4 Financial and Investment Profile Data:
occupation, employer and employment status,
source of funds, source of wealth, estimated net
worth and annual income, banking and payment
account information, investment objectives, risk
tolerance, investment experience and financial
knowledge, and information collected for the
purpose of suitability and appropriateness
assessments.
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5.5 Account and Transaction Data: trading
account references with Taurex Global Limited,
transaction histories, instructions communicated
to the Company, copies of correspondence,
internal classifications and ratings, and records
of advice or arrangements facilitated by the
Company.

5.6 AML, Sanctions and Screening Data: data
obtained from sanctions, politically exposed
persons (PEP), adverse media and law
enforcement screening; risk ratings; results of
due diligence and enhanced due diligence; and
records of any suspicious transaction or activity
assessments.

5.7 Electronic ldentifiers and Technical Data:
internet  protocol (IP) addresses, device
identifiers, browser type and version, operating
system, geolocation data (approximate),
referring URLs, time stamps, log-in credentials
and authentication data.

5.8 Communications Data: records of telephone
calls, electronic correspondence (including
emails, web-form submissions and chat
messages), and notes and records of meetings,
as required to evidence the provision of regulated
services and to comply with the Company's
record-keeping obligations.

5.9 Sensitive Personal Data: the Company does
not, as a matter of policy, seek to collect or
process Sensitive Personal Data. Where Sensitive
Personal Data (for example, Biometric Data
collected through electronic identity verification,
or data revealing political exposure) is
incidentally received in the course of KYC or
screening, the Company processes it strictly in
accordance with the PDPL and only to the extent
necessary for compliance with Applicable Law.
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510 The Company does not knowingly collect
Personal Data from minors. Where the Company
becomes aware that Personal Data of a minor
has been provided to it, it shall take prompt steps
to delete such Personal Data unless retention is
required by Applicable Law.

6. SOURCES OF PERSONAL DATA

6.1 The Company collects Personal Data from the
following sources:

(a) directly from the Data Subject through
onboarding forms, correspondence, telephone
communications, the Company's website and
other electronic channels;

(b) from authorised representatives, agents or
advisers of the Data Subject;

(c) from Affiliates, including Taurex Global
Limited, in connection with the introduction and
facilitation of trading accounts and CFD services;

(d) from electronicidentity verification providers,
KYC utilities, sanctions, PEP and adverse-media
screening providers, and credit reference
agencies;

(e) from publicly available sources, government
registers, regulators, courts and law enforcement
authorities; and
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(f) from cookies, server logs and similar tracking
technologies deployed on the Company's
website, as further described in Section 12.

7. PURPOSES OF PROCESSING

7.1 The Company processes Personal Data only
for specified, explicit and lawful purposes, and
shall not further process Personal Data in a
manner incompatible with those purposes, in
accordance with the principle of purpose
limitation set out in Article (5)(2) of the PDPL. The
purposes are:

(a) assessing and processing applications for the
introduction and facilitation of trading accounts
and CFD services with Taurex Global Limited;

(b) conducting KYC, customer due diligence
(including enhanced due diligence), source-of-
funds and source-of-wealth verification,
sanctions, PEP and adverse-media screening,
transaction monitoring and other AML/CFT
controls;

(c) providing the regulated services for which the
Company is licensed under its Category 5 licence,
namely arranging and advising in respect of
financial products offered by Taurex Global
Limited;

(d) performing suitability and appropriateness
assessments, client categorisation and risk
profiling;
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(e) communicating with the Data Subject,
responding to enquiries and managing the client
relationship;

(f) administering the Data Subject's relationship
with Taurex Global Limited, including in respect of
account opening, funding instructions (where
facilitation is required), and the resolution of
operational matters;

(g) managing complaints and dispute resolution
in accordance with Section 18;

(h)  complying with regulatory obligations,
including reporting and disclosure obligations to
the CMA, the UAE Financial Intelligence Unit, the
Executive Office for Control and Non-
Proliferation (the "EOCN"), the UAE Data Office
and any other competent regulator, tax
authority, court or law enforcement agency;

(i) preventing, detecting and investigating fraud,
financial crime, market abuse, and any breach or
suspected breach of Applicable Law or the
Company's policies;

(j) protecting the Company's legal rights,
including establishing, exercising or defending
legal claims;

(k) maintaining information security, business
continuity and cybersecurity;

() conducting internal audit, risk management,
compliance monitoring, and management
information reporting;
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(m) marketing and the promotion of regulated
services, subject to the conditions set out in
Section 11;

(n) maintaining records as required under the
AML Law, the AML Regulations, the CMA
Rulebook and other Applicable Law; and

(o) any other purpose notified to the Data
Subject at or before the time of collection, or in
respect of which the Data Subject has
subsequently consented.

7.2 The Company shall not process Personal
Data for any purpose materially different from
those set out in Section 7.1 unless such further
processing is permitted under Article (4) of the
PDPL or the Data Subject's prior Consent has
been obtained.

7.3 Where the Company facilitates the
introduction of the Data Subject to Taurex Global
Limited wunder the Company's Referral
Agreement, the Data Subject expressly agrees
that the Company may process, collect and store
the Data Subject's Personal Data in accordance
with the PDPL and any other applicable data-
privacy laws and regulations of the UAE. In the
context of that referral, the Company processes
Personal Data in particular: (a) to act as
introducer so that the Data Subject may receive
the services of Taurex Global Limited; (b) to
communicate with the Data Subject in order to
carry out KYC and customer due diligence (CDD)
enquiries; and (c) to comply with the Company's
legal and regulatory obligations. This Section 7.3
is without prejudice to, and is to be read together
with, the purposes set out in Section 7.1.
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8. LEGAL BASES FOR PROCESSING

8.1 The Company relies on one or more of the
following legal bases under the PDPL for the
processing of Personal Data:

(a) Performance of a contract (Article 4(9) of the
PDPL): processing necessary to perform a
contract to which the Data Subject is a party, or
to take measures at the Data Subject's request
with a view to concluding, amending or
terminating such contract, including the
agreement governing the introduction of the
Data Subject to Taurex Global Limited.

(b) Legal obligation (Article 4(10) of the PDPL):
processing necessary to comply with specific
obligations imposed on the Company under
Applicable Law, including the AML Law, the AML
Regulations, the CMA Rulebook, the targeted
financial sanctions regime and tax legislation.

(c) Protection of the Data Subject's interests
(Article 4(7) of the PDPL): processing necessary
to protect the vital interests of the Data Subject.

(d) Public interest (Article 4(1) of the PDPL):
processing necessary to protect a public interest,
including in connection with regulatory
supervision and the prevention of financial crime.
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(e) Legal claims and judicial procedures (Article
4(3) of the PDPL): processing necessary to initiate
or defend legal claims, or in connection with
judicial or security procedures.

(f) Consent (Article 6 of the PDPL): where none
of the above bases is available, the Company
processes Personal Data on the basis of the Data
Subject's Consent, provided in accordance with
Section 9.

8.2 Where the Company relies on Consent, the
Data Subject has the right to withdraw such
Consent at any time in accordance with Section
9.4. The withdrawal of Consent shall not affect
the lawfulness of any processing carried out
before the withdrawal.

9. CONSENT

9.1 Where the Company relies on Consent as the
legal basis for processing, such Consent shall be:

(a) given by a clear, specific and unambiguous
affirmative act, in writing or electronically;

(b) preparedin a clear, simple, unambiguous and
easily accessible manner;

(c) informed, such that the Data Subject is made
aware of the identity of the Controller, the
purposes of processing, the categories of
recipients (including international recipients), and
the Data Subject's right to withdraw Consent;
and
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(d) capable of being demonstrated by the
Company, which shall maintain appropriate
records of Consent.

9.2 Separate Consent shall be sought where
Personal Data is processed for distinct purposes
that are not compatible with each other.

9.3 Consent shall not be a precondition for the
provision of any service unless the processing in
question is necessary for that service.

9.4 A Data Subject may withdraw Consent at any
time by contacting the DPO using the details in
Section 4.2. The withdrawal of Consent shall be
acted upon by the Company without undue delay,
save where the Company is required or permitted
under Applicable Law to continue the relevant
processing on another legal basis (for example,
the retention of records pursuant to the AML
Law).

9.5 Where the Data Subject completes the
electronic sign-up process and accepts the
Company's Referral Agreement, the Data
Subject  thereby provides explicit and
unambiguous Consent to the processing,
collection and storage of his or her Personal Data
by the Company in accordance with the PDPL
and any other applicable data-privacy laws and
regulations of the UAE. Such Consent is given
without prejudice to, and in addition to, the other
legal bases on which the Company relies under
Section 8, and may be withdrawn in accordance
with Section 9.4 save where the Company is
required or permitted to continue processing on
another legal basis.
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10. CLIENT ONBOARDING, KYC AND
SUITABILITY

10.1 The Company conducts client onboarding in
compliance with the AML Law, the AML
Regulations, the CMA Rulebook and related
instruments. Onboarding processing includes the
collection and verification of identification
documents, beneficial ownership information,
source-of-funds and source-of-wealth
declarations, occupation and financial profile
information, and screening against sanctions,
PEP and adverse-media databases.

10.2 The Company is required by Applicable Law
to refuse to establish, or to terminate, a business
relationship in any case where it is unable to
perform satisfactory due diligence, or where the
proposed relationship is prohibited under the
AML Law, the targeted financial sanctions
regime or any other Applicable Law. The Data
Subject acknowledges and agrees that the
provision of accurate and complete Personal
Data is a precondition to the establishment and
continuation of the relationship.

10.3 The Company shall conduct ongoing
monitoring of the business relationship in
accordance with the AML Regulations, including
the periodic review and updating of client
Personal Data where necessary to ensure that
information held remains accurate, complete and
current.

10.4 Where the Company facilitates the
introduction of the Data Subject to Taurex Global
Limited, the Company shall share Personal Data
with Taurex Global Limited as further described
in Sections 12 and 13, on the basis of the legal
bases set out in Section 8.
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11. MARKETING COMMUNICATIONS

111 The Company may use Personal Data to
communicate marketing information regarding
services offered by the Company and, subject to
applicable consent and disclosure requirements,
services offered by Taurex Global Limited.

11.2 All marketing communications shall comply
with the CMA Rulebook (including Article (8) of
the Regulations Manual concerning the
Marketing of Financial Services), the PDPL and
the Federal Decree-Law and regulations
governing electronic communications in the UAE,
including those issued by the UAE
Telecommunications and Digital Government
Regulatory Authority (the "TDRA").

11.3 Marketing communications shall:

(a) clearly identify the Company by name, legal
status and licence;

(b) clearly identify the nature of the financial
service to which they relate, and where the
marketing relates to services provided by Taurex
Global Limited, disclose that those services are
provided by a separate legal entity regulated by
the FSA Seychelles;

(c) not contain any data that is deceptive,
fraudulent or misleading; and

(d) not be published or used to disclose future
expectations based purely on past performance
or other unsupported assumptions.

1.4 The Company does not direct marketing
material to specific persons by telephone, mail,
text message or comparable channels other than
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in accordance with Applicable Law and following
appropriate consent or other lawful basis. The
Data Subject has the right under Article (17) of the
PDPL to object to the processing of Personal
Data for direct marketing purposes, including
any related profiling, at any time. Such objection
shall be given effect by the Company without
undue delay.

1.5 Every marketing communication issued by
the Company shall include a clear, simple and
free mechanism to opt out of further marketing
communications.

12. COOKIES AND TRACKING TECHNOLOGIES

12.1 The Company's website uses cookies and
similar  tracking technologies (collectively,
"Cookies") to ensure functionality, improve user
experience, analyse website traffic, and where
consented, to deliver marketing content.

12.2 The Company categorises Cookies as
follows:

(a)  Strictly necessary Cookies, which are
essential to the operation of the website and
which do not require Consent.

(b) Performance and analytics Cookies, which
collect information about how visitors use the
website.

(c) Functionality Cookies, which allow the website
to remember choices made by the visitor.

(d) Marketing and targeting Cookies, which are
used to deliver advertisements relevant to the
visitor.
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12.3 The Company shall obtain Consent for the
use of all Cookies other than strictly necessary
Cookies, through a cookie banner or equivalent
mechanism presented to the visitor on first
access to the website. Consent may be
withdrawn at any time by adjusting the visitor's
browser settings or through the cookie
preferences mechanism on the website.

12.4 Further information regarding the specific
Cookies used, the data they collect and their
retention periods is set out in the Company's
Cookie Notice published on its website, which
forms part of this Policy.

13. SHARING OF PERSONAL DATA

13.1 The Company shall not sell Personal Data.
The Company shares Personal Data only with the
categories of recipients set out in this Section 13
and only to the extent necessary for the purposes
set out in Section 7.

13.2 Affiliates: Personal Data is shared with
Affiliates, including Taurex Global Limited, where
necessary to facilitate the introduction of the
Data Subject to Taurex Global Limited, to
administer the client relationship across the
group, for compliance and risk-management
purposes, and for the operation of group-wide
systems and services.

13.3 Regulators, supervisory and law-
enforcement authorities: Personal Data is shared
with competent UAE regulators, supervisory and
law-enforcement authorities, including without
limitation the CMA, the UAE Central Bank (where
required), the UAE Financial Intelligence Unit
(through the goAML platform), the EOCN, the
UAE Data Office, the Ministry of Justice and the

Calale gron pladiwl Sle dadlgall e @spill Jani 12.3
JAa o clldg cdglellayjguall tlalallcallay bl cayyei
dilas Al ol blill el Clalas yols jled] by
Cow jog gdgall Gl Joas Jol sic Sl Lle yayei
ol i1l adunio Cilslac] hua Jila (o Cidg (sl 4 dadlgall
.2agall Sle aslioll blgdl cayyeicilale illpAdiall pe

bl cagei cilale oliu &sla] Cilogleo s 12.4
Blaisl 330 «lgeoai Lill cililllg «do3aiuall 83330l
josiiall dspially Golall iUl Cayai cilalo jleiil La gy

Aunlpull odm (o lejn 32 (s3llg « igyistill lgedgo e

duadddll cilibull ds)lie .13

aspddl clid Uy dpasddl cililull dspidl gui I 13.1
sidll o 6 diaall Gudliall cilia go Ul duasdll clilyll
7 sidll 6 dduoll yalielll haa ojulll jsallg 13

Clspinll go dnan il il HLid eyl culspdul 13.2
i Lodis csianl Jugle usyoi dSps lls a Loy daylil
gl Lusjor spds Il il sl alls] sl L3
alelly dcganall sgiuo e Jroall dslle &yls1lg «siod
e Gilosally dolailll Jueiinily halaedl 8jllg Jliodl

degonoll Glai

i ogilall slail calgag dalpilll dulagll calgall 13.3
slail cilgag aslpillly dulll cilgall go dunn il cilibul
S Gle s 8 Las wlilodl gy é dnitall vgilall
sic) Sispall ol Copang gl panll U JUal
pc) cillotll dgs o allall cilogleall 833gg «(cLiaiall
Wil Lol iiSog « s 34aiill iSallg (gQOAML &aio

Taurex Financial Services L.L.C. "Taurex" is a company registered in the United Arab Emirates under trade license number 1381759.

Taurex is regulated by UAE's Capital Market Authority (CMA) under license number 20200000224




Taurex Financial Services LLC

0 Office 1403, Magnum Opus Tower, Barsha
Heights, Dubai, United Arab Emirates.

tavrex

@ menasupport@tradetaurex.com

® +9on45459100

relevant courts, and equivalent foreign
authorities where required under Applicable Law
or international cooperation arrangements.

13.4 Liquidity providers and execution venues:
Personal Data is, where necessary, shared with
regulated liquidity providers, execution venues
and counterparties engaged by Taurex Global
Limited or its service providers in connection with
the execution and settlement of transactions
facilitated by the Company's introduction.

13.5 Payment service providers and banks:
Where the Company facilitates the transmission
of payment instructions on behalf of the Data
Subject to or from accounts held with Taurex
Global Limited, Personal Data may be shared
with regulated banks, payment institutions and
payment networks engaged for that purpose.
The Company shall not at any point hold client
money.

13.6 Service Providers: Personal Data is shared
with Service Providers (including providers of
cloud hosting, information-technology and
information-security services, customer-
relationship management systems, identity
verification, screening, archiving, auditing, legal
advice and other professional services) acting as
Processors under written contracts that satisfy
the requirements of the PDPL.

13.7 Professional advisers: Personal Data may be
shared with the Company's external auditors,
legal counsel, tax advisers and other professional
advisers in connection with the Company's
business and compliance with Applicable Law.

13.8 Successors: Personal Data may be
transferred to a successor entity in connection
with any restructuring, sale, merger or transfer
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of the Company's business, subject to compliance
with Applicable Law.

13.9 The Company shall ensure that all
Processors are appointed under written
contracts which contain the obligations required
by Articles (7) and (8) of the PDPL, including
obligations regarding instructions,
confidentiality, security, sub-processing,
assistance to the Controller and return or
deletion of Personal Data upon termination.

13.10 Where the Company shares Personal Data
with Taurex Global Limited or with any other third
party in connection with the referral and
infroduction of the Data Subject and the
purposes set out in Section 7, the Company shall
take reasonable steps to ensure that any such
third party complies with applicable data-
privacy laws and regulations and provides an
adequate level of protection for the Personal
Data shared with it, consistent with the
requirements of the PDPL.
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14. INTERNATIONAL DATA TRANSFERS

14.1 The Company's business model involves the
Cross-Border Processing of Personal Data, in
particular:

(a) the transfer of Personal Data to Taurex
Global Limited in the Republic of Seychelles, in
connection with the introduction and facilitation
of trading accounts and CFD services; and

(b) the transfer of Personal Data to other
Affiliates, Service Providers, counterparties,
regulators and authorities located outside the
UAE.

14.2 The Company shall effect such Cross-Border
Processing only where the conditions of Articles
(22) and (23) of the PDPL are satisfied, namely:

(a) Article (22) PDPL — where the State or
jurisdiction to which the Personal Data is
transferred has legislation providing an
adequate level of protection for Personal Data,
including substantive rights, controls, supervision
and remedies, and the transfer is approved by
the UAE Data Office; or

(b) Article (23) PDPL — where an adequate level
of protection is not available, on the basis of one
or more of the following:

(i) a written contract or agreement with the
recipient that requires the recipient to adopt the
measures, controls and requirements set out in
the PDPL and that subjects the recipient to
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appropriate measures imposed by a judicial or
regulatory authority;

(i) the explicit Consent of the Data Subject to the
transfer, provided that the transfer does not
contradict the public interest or security of the
UAE;

(iii) the necessity of the transfer to perform or
sign a contract between the Controller and the
Data Subject, or between the Controller and a
third party in the interest of the Data Subject;

(iv) the necessity of the transfer to fulfil
obligations and establish, exercise or defend
rights before judicial entities;

(v) the necessity of the transfer to implement an
action related to international judicial
cooperation; or

(vi) the necessity of the transfer to protect the
public interest.

14.3 In respect of the Republic of Seychelles, the
Company relies principally on the bases in Article
(23) of the PDPL, including the necessity of the
transfer for the performance of the contract
between the Data Subject and Taurex Global
Limited (which the Company facilitates), and on
contractual arrangements with Taurex Global
Limited that bind Taurex Global to apply
standards of protection consistent with the
PDPL.
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14.4 The Company shall maintain a record of the
legal basis applied to each category of
international transfer, the safeguards in place,
and the destination jurisdiction, in accordance
with Article (7)(4) of the PDPL.

14.5 The Data Subject may request information
regarding the safeguards applied to
international transfers of his or her Personal
Data by contacting the DPO.

15. DATARETENTION

15.1 The Company shall retain Personal Data only
for as long as is necessary for the purposes for
which the Personal Data was collected, or for
such longer period as is required or permitted
under Applicable Law.

15.2 Without limitation:

(a) Personal Data, transaction records, KYC
documentation, correspondence and other
records required under the AML Law and the
AML Regulations shall be retained for a period of
not less than ten (10) years from the date of the
relevant document or the end of the business
relationship (whichever is later), as required by
Chapter Twelve, Article (1) of the AML
Regulations;

(b) records required to be retained under the
CMA Rulebook and related decisions, including
marketing materials and client-relationship
records, shall be retained for the periods
specified by the CMA from time to time and, in
any event, for not less than the minimum periods
required by Applicable Law;
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(c) records of complaints and dispute resolution
shall be retained for the period specified by the
CMA Rulebook and Applicable Law;

(d) tax records shall be retained for the periods
required under UAE tax legislation; and

(e) where Personal Data is no longer required for
any of the purposes set out in Section 7 and no
statutory retention obligation applies, the
Personal Data shall be securely deleted,
destroyed or anonymised.

15.3  Where retention is required for the
resolution of disputes or the establishment,
exercise or defence of legal claims, the Company
may retain Personal Data for such longer period
as may be reasonably necessary in light of the
applicable limitation periods.

154 The Company maintains a Records
Retention Schedule, available to Data Subjects on
request to the DPO subject to the confidentiality
and legal-privilege protections that apply to such
schedule.
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16. DATA SECURITY

16.1 The Company implements appropriate
technical and organisational measures designed
to ensure a level of security commensurate with
the risks presented by the processing of Personal
Data, in accordance with Article (20) of the PDPL
and the cybersecurity and operational-risk
requirements of the CMA Rulebook. Such
measures are designed to protect Personal Data
against  unauthorised access, disclosure,
alteration or destruction.

16.2 Such measures include, where appropriate:

(a) encryption of Personal Data in transit and at
rest, using industry-recognised standards;

(b)  pseudonymisation and, where relevant,
anonymisation of Personal Data;

(c) logical and physical access controls, including
multi-factor  authentication  for  systems
containing Personal Data and a principle of least
privilege;

(d) network security controls, including firewalls,
intrusion detection and prevention, and endpoint
protection;

(e) secure software development, change
management and patch management;

(f) measures to ensure the continuing
confidentiality, integrity, availability and
resilience of processing systems and services;
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(g) regular testing, assessment and evaluation of
the effectiveness of technical and organisational
measures, including vulnerability assessments
and penetration testing;

(h) business continuity and disaster recovery
arrangements that ensure the timely restoration
of access to Personal Data in the event of a
physical or technical incident;

(i) careful selection, contractual binding and
ongoing oversight of Service Providers in
accordance with the CMA Rulebook's outsourcing
requirements; and

(j) training and awareness programmes for
personnel.

16.3 The Company maintains a written
information-security  policy, an incident-
response plan and a business-continuity plan,
each of which is reviewed at least annually and
following any material change in the Company's
operations or the threat environment.
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17. DATA SUBJECT RIGHTS

17.1 Subject to the conditions and exceptions set
out in the PDPL, a Data Subject has the following
rights:

(a) Right to information (Article 13, PDPL) — to
obtain, without charge, information regarding
the categories of Personal Data processed, the
purposes of processing, decisions made based on
automated processing, the categories of
recipients (within and outside the UAE), retention
controls, procedures for correction, erasure and
restriction, the safeguards applied to Cross-
Border Processing, the measures applicable in
the event of a Data Breach, and how to make
complaints to the UAE Data Office.

(b) Right to data portability (Article 14, PDPL) —
to receive his or her Personal Data, where the
processing is based on Consent or contractual
necessity and is carried out by automated means,
in a structured, machine-readable format, and to
request its transfer to another Controller where
technically feasible.

(c) Right to rectification (Article 15, PDPL) — to
request the correction of inaccurate Personal
Data and the completion of incomplete Personal
Data without undue delay.
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(d) Right to erasure (Article 15, PDPL) — to
request the erasure of Personal Data where: (i) it
is no longer necessary for the purposes for which
it was collected; (ii) Consent on which the
processing is based has been withdrawn and no
other legal basis applies; (iii) the Data Subject
objects to the processing and there is no
overriding legitimate basis; or (iv) the processing
is otherwise unlawful.

(e) Right to restriction of processing (Article 16,
PDPL) — to require the Company to restrict
processing in the circumstances set out in that
Article, including where the accuracy of the data
is contested or where the processing is unlawful
but the Data Subject does not request erasure.

(f) Right to object (Article 17, PDPL) — to object
to the processing of Personal Data, including for
direct marketing purposes and related profiling,
for statistical surveys (save where necessary for
public interest), or where the processing
breaches Article (5) of the PDPL.

(g) Right in relation to automated decision-
making (Article 18, PDPL) — to object to decisions
resulting from automated processing, including
profiling, that have legal effects on the Data
Subject or significantly affect him or her, subject
to the exceptions set out in Section 19.
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17.2 Requests in respect of the above rights
should be addressed to the DPO at the contact
details in Section 4.2. The Company shall respond
within the timeframes prescribed by the PDPL
and the Executive Regulations and shall, where it
relies on an exception to deny or partially deny a
request, provide reasons in writing.

17.3 The Company may, in accordance with
Article (13)(3) of the PDPL, refuse a request
which: (i) does not relate to information set out in
Article (13)(1); (ii) is excessively repetitive; (iii)
conflicts  with  judicial  procedures or
investigations; (iv) negatively affects efforts to
protect information security; or (v) affects the
privacy and confidentiality of Personal Data of
third parties.

17.4 In addition, the Company may refuse a
request for erasure where it relates to records the
Company is required by Applicable Law to retain
(including under the AML Law and the CMA
Rulebook), where the request affects
investigation procedures or the claiming or
defending of rights, or where the request
contradicts other legislation applicable to the
Company, in each case in accordance with Article
(15)(3) of the PDPL.

17.5 The Company shall verify the identity of the
requester before responding to any request, in
order to protect against unauthorised disclosure.

18. COMPLAINTS

18.1 A Data Subject who believes that the
Company has processed his or her Personal Data
in breach of the PDPL, this Policy or any other
Applicable Law may submit a complaint to the
DPO at the contact details in Section 4.2.
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18.2 Complaints shall be acknowledged promptly
and shall be handled in accordance with the
Company's Complaints Handling Policy, which is
consistent with the requirements of the CMA
Rulebook (including the procedures and
standards prescribed in the Regulations Manual
of the Financial Activities concerning the
recording, investigation and resolution of client
complaints).

18.3 If the Data Subject is not satisfied with the
response of the Company, he or she may submit
a complaint to:

(a) the UAE Data Office in accordance with
Article (24) of the PDPL; and / or

(b) the CMA as the Company's principal
financial-services regulator, in accordance with
the procedures set out in the CMA Rulebook.

18.4 Nothing in this Policy shall restrict or
prejudice the right of the Data Subject to seek
redress before the competent UAE courts.

19. AUTOMATED DECISION-MAKING AND
PROFILING

19.1 In the ordinary course of its Category 5
activities, the Company does not take decisions
based solely on automated processing (including
profiling) that produce legal effects concerning
the Data Subject or that similarly significantly
affect him or her.

19.2 The Company does, however, deploy
automated tools to support certain processes,
including:

(a) electronic identity verification and screening
against sanctions, PEP and adverse-media
databases;
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(b) transaction monitoring and the detection of
unusual or potentially suspicious activity;

(c) risk scoring for AML/CFT purposes; and

(d) suitability and appropriateness assessment
scoring.

19.3 Where such tools generate an outcome that
may have a significant effect on the Data Subject
(for example, the rejection of an account
application or the filing of a regulatory report),
the outcome is reviewed by an appropriately
qualified member of the Company's staff before
being acted upon, save where Applicable Law
requires immediate action by automated means
(for example, in respect of targeted financial
sanctions screening).

19.4 The Data Subject has the right under Article
(18) of the PDPL to object to decisions resulting
from automated processing and to request that
the human element be included in the review.
Such requests may be made to the DPO at the
contact details in Section 4.2. This right does not
apply where the automated processing: (i) is
agreed under a contract with the Data Subject;
(i) is required by Applicable Law; or (iii) is
undertaken on the basis of the Data Subject's
prior Consent.
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20. AML/CFT AND REGULATORY DISCLOSURE
EXCEPTIONS

20.1 The Company is obliged by Applicable Law,
including the AML Law, the AML Regulations and
Cabinet Decision No. (74) of 2020, to:

(a) report suspicious transactions or activities to
the UAE Financial Intelligence Unit through
goAML;

(b) implement targeted financial sanctions,
including by freezing funds and refraining from
providing services where a Confirmed Name
Match to the UAE Local Terrorist List or the UN
Security Council Consolidated List is identified,
and by reporting Confirmed Name Matches and
Partial Name Matches to the EOCN;

(c) respond to lawful requests for information
from  competent regulators, supervisory
authorities, courts and law-enforcement bodies;
and

(d) maintain records and disclose information as
required under the CMA Rulebook and other
Applicable Law.
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20.2 The Data Subject acknowledges that the
Company may be required to make disclosures of
Personal Data to competent authorities without
prior notice to the Data Subject, and that, where
such disclosure has been made or is pending, the
Company may be prohibited under the AML Law
(in particular, the "tipping-off" prohibition) from
informing the Data Subject of the existence or
content of any such report or disclosure.

20.3 Nothing in this Policy, including the data
subject rights set out in Section 17, shall require or
entitle the Company to act in breach of its
obligations under the AML Law, the AML
Regulations, the targeted financial sanctions
regime or any other Applicable Law.

20.4 Confidentiality obligations owed to the
Data Subject under the CMA Rulebook do not
preclude disclosure where: (i) disclosure is
required under Applicable Law; (ii) the Data
Subject has consented; (iii) disclosure is
reasonably necessary to provide the relevant
financial service; (iv) the information has ceased
to be confidential; or (v) disclosure is made at the
request of a judicial or supervisory authority,
including the CMA.

21l. EMPLOYEE CONFIDENTIALITY AND
TRAINING

21.1 All directors, officers, employees, contractors
and other personnel of the Company
("Personnel") are bound by binding written
confidentiality obligations which prohibit the
unauthorised access, use, copying or disclosure of
Personal Data, both during and after the term of
their engagement with the Company.
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21.2 Access to Personal Data within the Company
is granted on a need-to-know basis and is subject
to role-based access controls.

21.3 The Company provides Personnel with
regular training on data protection, AML/CFT,
cybersecurity and confidentiality requirements,
and maintains records of training in accordance
with the AML Regulations and the CMA Rulebook.

21.4 Personnel are required to report any actual,
suspected or attempted Data Breach without
undue delay in accordance with the Company's
Incident Response Plan and Whistleblowing
Policy.

22. DATA BREACH NOTIFICATION

22.1 Where the Company becomes aware of a
Data Breach that would prejudice the privacy,
confidentiality or security of Personal Datq, it
shall:

(a) notify the UAE Data Office of the Data
Breach within the period and in accordance with
the measures and requirements set out in Article
(9) of the PDPL and its Executive Regulations,
providing the information specified therein,
including the nature of the breach, the categories
and approximate number of Data Subjects
affected, the details of the DPO, the likely
consequences of the breach, the measures taken
or proposed to mitigate the breach, and any
other information required by the UAE Data
Office;

(b) notify each affected Data Subject without
undue delay where the breach would prejudice
the privacy and confidentiality of the security of
his or her Personal Data, in accordance with
Article (9)(2) of the PDPL;
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(c) where required by the CMA Rulebook, notify
the CMA and the relevant UAE cybersecurity
authorities of any cyber-security incident
affecting client data; and

(d) document all Data Breaches, the facts
relating to them, their effects and the remedial
action taken.

22.2 Where a Data Breach occurs at a Processor,
the Processor shall notify the Company without
undue delay, and the Company shall in turn
discharge its notification obligations under this
Section 22.

23. DATA PROTECTION IMPACT ASSESSMENT
AND PRIVACY BY DESIGN

231 The Company shall conduct a data
protection impact assessment (a "DPIA") prior to
undertaking any processing operation that is
likely to result in a high risk to the privacy and
confidentiality of the Personal Data of Data
Subjects, in particular where the processing
involves: (i) a systematic and comprehensive
evaluation of personal aspects based on
auvtomated processing, including profiling, on
which decisions are based that have legal effects
on the Data Subject or similarly significantly
affect him or her; or (ii) processing on a large
scale of Sensitive Personal Data, in accordance
with Article (21) of the PDPL.

23.2 The Company shall implement appropriate
technical and organisational measures, including
pseudonymisation, designed to give effect to the
data protection principles set out in the PDPL by
design and by default.
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24. CHILDREN

241 The Company's services are not intended
for, and are not directed at, persons under the
age of eighteen (18) years. The Company does
not knowingly establish a relationship with, or
process the Personal Data of, a minor.

24.2 Where the Company becomes aware that
Personal Data of a minor has been provided to it,
it shall delete such Personal Data unless retention
is required under Applicable Law.

25. DISCLAIMERS AND LIMITATIONS

251 This Policy is intended to describe the
Company's data protection practices at a
general level. It does not, and is not intended to,
create any contractual right or cause of action
enforceable against the Company beyond those
expressly granted under Applicable Law. To the
extent of any inconsistency between this Policy
and Applicable Law, Applicable Law shall prevail.

25.2 To the extent of any inconsistency between
this Policy and a specific written agreement
entered into between the Company and the Data
Subject in respect of regulated services, the
terms of that specific written agreement shall
prevail to the extent permitted by Applicable
Law, save in respect of any provision that would
derogate from the mandatory protections of the
PDPL.

25.3 The Company does not warrant or
guarantee that any electronic transmission of
Personal Data over the internet is fully secure.
While the Company maintains appropriate
technical and organisational measures, the Data
Subject acknowledges that the use of electronic
channels involves inherent risks, and the Data
Subject is encouraged to take appropriate
measures to protect his or her own credentials
and devices.
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25.4 References in this Policy to UAE legislation
are to such legislation as in force from time to
time, together with any implementing
regulations, decisions, circulars or guidance
issued thereunder, and to any legislation that
may amend, supplement or replace it.

26. GOVERNING LAW AND JURISDICTION

261 This Policy shall be governed by, and
construed in accordance with, the laws of the
United Arab Emirates as applicable in the
Emirate of Dubai.

26.2 Any dispute arising out of or in connection
with this Policy shall be subject to the exclusive
jurisdiction of the competent courts of the
Emirate of Dubai, without prejudice to the
competence of any UAE federal authority, the
CMA or the UAE Data Office under Applicable
Law.

27. CHANGES TO THIS POLICY

271 The Company may amend this Policy from
time to time to reflect changes in Applicable Law,
the Company's business or operations, or
industry best practice.

27.2 Material changes to this Policy shall be
notified to Data Subjects by appropriate means,
which may include the publication of an updated
version on the Company's website, direct
communication, or both.

27.3 The latest version of this Policy is available
at all times on the Company's website at
www.tradetaurex.com.
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28. CONTACT DETAILS

For any matter relating to this Policy or the
processing of Personal Data by the Company:

Data Protection Officer

Taurex Financial Services L.L.C.

Office 1403, Magnum Opus Tower,
Heights, Dubai, United Arab Emirates
Compliance Department

Email: compliance.uae@tradetaurex.com

Barsha

Regulators

UAE Data  Office
www.uaedata.ae
UAE Capital Market Authority (formerly the
Securities and Commodities Authority) —
www.sca.gov.ae

UAE Financial Intelligence Unit (via goAML) —
www.uaefiu.gov.ae

Executive Office for Control and Non-
Proliferation (EOCN) — www.uaeiec.gov.ae

(the "Bureau") —

— End of Policy —
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